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1 Purpose 
 
This Letter of Interest (LOI) seeks to engage with the supplier community regarding the Tactical Edge 
Cyber Command and Control (TEC3) Project and to establish a consultative process for participation in 
the development of the requirement.  The objective of this LOI is to disclose concept and requirement 
information; obtain information from industry on its interest, capacity and capabilities regarding the TEC3 
Project and to establish a consultative process for participation in the development of the requirement.  
Collectively, this LOI and all activities conducted relating to the TEC3 Project while this LOI is active is 
referred to as the TEC3 Engagement. 
 

2 Background 
 
Current tactical networks for Canadian Armed Forces (CAF) soldiers support all-informed voice 
communication through the personal role radio for dismounted units, while vehicles are equipped with 
Enhanced Position Location Reporting System radios for blue-force tracking and data and/or Combat Net 
Radios for voice and data.  It is envisioned that future CAF tactical networks will provide enhanced voice, 
data, and network services to dismounted soldiers.   
 
The TEC3 project aims to demonstrate a set of software tools to enhance the security and effectiveness of 
future CAF tactical edge networks.  Specifically, TEC3 will demonstrate network security, situational 
awareness, and management tools necessary to enable the protection of sophisticated high-bandwidth 
tactical networks.  In a fully net-enabled tactical battlespace, commanders or analysts near the network 
edge will need to be able to answer cyber-related questions such as: 

• How do I know I can trust the nodes in my network? 

• Is the network under attack—and where are the attackers? 

• What level of assurance do I have in my communications? 

To this end, TEC3 is a fully integrated tactical edge network situational awareness and security tool suite 
that will enable improved decision-making and will facilitate the effective management and protection of a 
tactical network by relying on both automated algorithms and protocols and informed human-in-the-loop 
decisions. 
 
TEC3 is ultimately a suite of plug-ins or apps running on (potentially modified) commercial off-the-shelf 
(COTS) or government off-the-shelf (GOTS) “smartphone” type hardware.  These graphical display devices 
will connect via internal or external radios to a mobile ad hoc network (MANET), to COTS PC network and 
hardware, simulating a forward operating base.  TEC3 is interested in demonstrating at the platoon level 
and lower, focusing on higher data-rate short-hop dismounted soldier networks (and not demonstrating a 
cross-domain solution).  It is expected that TEC3 applications or plug-ins can be added or removed as 
necessary for any particular TEC3 deployment. 
The primary objectives for TEC3 are: 

1) Develop an extensible data model to describe relevant security and  “network health” 

information for tactical networks—this will include identifying and defining the local and 

distributed parameters required to allow computation of the security and network health values; 

2) Build/integrate a suite of existing and emerging wireless security and sensing solutions whose 

outputs feed into a distributed database derived from the data model; 

3) Develop a cyber-security situational awareness (SA) tool for tactical edge users that displays 

relevant network and security information on an interactive GUI integrated with the tactical 

radio; 

4) Empower commanders and edge users to make informed cyber operations decisions through 

the Graphical User Interface (GUI) on the tactical radio based on enhanced SA. 
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TEC3 will demonstrate technology that will enhance the resilience of future CAF tactical networks by 
providing insight to users and commanders into potential network vulnerabilities and attacks.  
The TEC3 project will leverage current and emerging tactical network security research to provide a visual 
network and security situational awareness and network command and control (C2) capability integrated 
into a tactical radio.  The visual interface will provide users at the network edge with insight into network 
topology (logical and geographical), estimated level of trust in network nodes, risk to communications 
activities, proximity of adversary nodes, and potential attacks and vulnerabilities within the tactical network.  
The situational awareness will be coupled with a C2 capability that allows the commander the flexibility to 
rapidly configure communication applications, routes, and protocols in the context of ensuring mission 
success. 
 

2.1 TEC3 Demonstration Plan  
TEC3 intends to conduct three demonstrations, with each demonstration advancing the capabilities of the 
previous iteration.  Each demonstration will produce a stable and operational software platform installed on 
a minimum of fifteen devices, connected to a PC based client / server forward operating base.  Each 
demonstration will result in reports detailing system architecture, configuration, and description of any 
algorithms, methods, testing, and trials.  In addition to the demonstrations, a key deliverable of TEC3 will 
be an extensible data model and a software interface specification that allows new DRDC-Ottawa research, 
technologies and algorithms to be integrated as “apps” into the TEC3 platform when they become available. 
 
In Demonstration 1, TEC3 will deliver a laboratory demonstration of a network situational awareness 
capability for tactical edge wireless devices, including by not limited to blue-force tracking, link and peer-
to-peer Quality of Service (QoS) display, node trust display, detection and display of network attack vectors, 
and geo-location and display of (potential) adversarial nodes.  Demonstration 1 will also include an 
implementation of a distributed encryption strategy protecting the tactical edge network, where shared 
group keys can be distributed over the air “on-the-fly”. 
 
Demonstration 2 will extend Demonstration 1 in a field trial that adds tactical edge network management 
capabilities along with a suite of cyber C2 operations.  Demonstrated cyber C2 capabilities will include 
policy-based routing and network management, commander-enforced radio silence, the ability to enable 
and disable a covert channel, and the ability for a commander to remotely revoke encryption keys for 
selected nodes. 
 
For Demonstration 3, TEC3 will perform a live demonstration during a military exercise in addition to 
extensive pre-exercise field testing.  In this phase, TEC3 will extend the capabilities showcased in 
Demonstration 2 by delivering enhanced cyber C2, including the ability for tactical networks to 
dynamically merge and agree on network configuration and management policies in an automated 
fashion. 
 
 

3 TEC3 Engagement Plan 
The TEC3 Engagement is expected to include a variety of engagement activities as part of a consultative 
process to support the planning and development of a TEC3 Project requirement.  The envisioned period 
of engagement will span the period from the posting date of this LOI to one of the following:  

a) finalization of all components of a solicitation for the TEC3 Project;  

b) decision by Canada to not proceed with the procurement of a solution to demonstrate the TEC3 

Concept; or  

c) decision by Canada to end the engagement process if it is no longer deemed to be in Canada’s 

best interest to continue the TEC3 Engagement. 
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3.1 Engagement Activities 
 
The TEC3 Engagement Team consisting of representatives of DRDC and PWGSC expect to conduct the 
following activities: 
 

1) Letter of Interest 

2) Request(s) for Information 

a. Post-RFI One-on-One Meetings (if applicable) 

3) Industry Day with One-on-One Meetings 

3.1.1 Letter of Interest 

This Letter of Interest will be the formal vehicle by which the TEC3 Engagement will be conducted.  It will 
be used as a conduit to provide information, draft documentation, summary of feedback reports, 
engagement activity schedules, updates and other engagement activity notices to the supplier 
community.   
 
Suppliers who are interested participating in the TEC3 Engagement are requested to submit, at a 
minimum, a signed copy of the Rules of Engagement Participation Agreement in Attachment 1 to the LOI 
to the Contracting Authority identified in section 5.7, Contracting Authority. 
 
It is estimated that the Letter of Interest will be open on BuyandSell.gc.ca for a period of 12 months. 

3.1.2 Request for Information (RFI) 

During the course of the engagement, there will be specific information that the Engagement Team will 
require from the supplier community to assist in the planning, evaluation, and development of the TEC3 
Project related requirements, procurement strategy and solicitation. 
 
All notices for RFIs will be communicated to the supplier community through the LOI.  Each RFI will have 
its own solicitation document that will detail the information required, the method for submitting a 
response and the requested date for submitting a response.  
 
Three RFIs are currently envisioned: 
 
RFI 1) Verification and Validation of Industrial Capability, TEC3 Concept and Project Parameters.   

 Estimated Schedule: Distribute RFI1 to participants 1 – 2 weeks after the complete TEC3 

Concept has been made available to the supplier community.  Participant responses to RFI1 are 

expected within 1 month of the RFI1 distribution date. 

 

RFI 2) Verification and Validation of the defined TEC3 Project Requirement.   

Estimated Schedule: Distribute RFI2 to participants after completion of draft TEC3 performance 

specifications and associated statement of work.  Participant responses to RFI2 are expected 

within 1 month of the RFI2 distribution date. 

 

RFI 3) Verification and Validation of the TEC3 Project Solicitation.   

Estimated Schedule: Distribute RFI2 to participants after completion of the draft TEC3 Project 

solicitation.  Participant responses are expected within 1 month of the RFI3 distribution date. 

3.1.2.1 Post-RFI One-on-One Meetings  
In the event that an RFI response introduces a factor or element identified by the TEC3 Engagement 
Team as requiring additional clarification or explanation, the TEC3 Engagement team may request a 
post-RFI One-on-One Meeting either in person, via teleconference or videoconference. 
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3.1.3 Industry Day with One-on-One Meetings 

The Engagement Team expects to conduct an Industry Day with One-on-One Meetings to communicate 
the goals of the requirements and to provide an opportunity for a fluid discussion with the supplier 
community. 
 
The Industry Day is tentatively scheduled to occur after participant responses are received for RFI1.  
Participants will be informed of the confirmed Industry Day along with all related details via a notice 
issued under this LOI.   
 

3.1.4 Estimated Engagement Activity Schedule 

 
LOI: Fall 2015 – December 2016  
RFI1: December 2015 – February 2016 
RFI2: April 2016 – May 2016 
Industry Day with One-on-One Meetings: March 2016 or June 2016 
RFI3: August 2016 – October 2016 

 
 

3.2 TEC3 Engagement Documentation 
Documentation related to the TEC3 Project will be disclosed throughout the TEC3 Engagement to 
support the consultative process.  This documentation is generally categorized as TEC3 Project 
documentation like a Concept of Operations; Draft Solicitation documentation, such as Statement of 
Work, Technical evaluation criteria and resulting contract; or TEC3 Engagement Outcomes and Reports. 

3.2.1 TEC3 Engagement Outputs and Reports 

 
The TEC3 Engagement Team will publish the following documents to communicate engagement 
participation; feedback and outcomes; and questions and answers throughout the course of the TEC3 
Engagement.   

3.2.1.1 List of TEC3 Engagement Participants 
 
On a regular basis, the TEC3 Engagement Team will maintain a list of all suppliers who have submitted a 
response to the LOI and expressed an interest in participating in the TEC3 Engagement.  This list will be 
posted as an attachment to the LOI on BuyandSell.gc.ca.   

3.2.1.2 Document Disclosure Record 
 
On a regular basis, a chronological list of the documentation made available under the TEC3 
Engagement will be maintained and posted as an attachment to the LOI on BuyandSell.gc.ca.  

3.2.1.3 Summary of Feedback and Outcomes Report 
 
On completion of a review of participant feedback received from any RFI or Industry Day with One-on-
One Meetings, the TEC3 Engagement Team will develop a Summary of Feedback and Outcomes 
Report.  The Summary of Feedback and Outcomes Report will communicate the feedback received, 
Canada’s assessment of the feedback and the outcomes that impact the TEC3 Project.  In the event that 
information or outcomes of a previously distributed Summary of Feedback and Outcomes Report is 
impacted by a later engagement activity or re-evaluation by Canada, Summary of Feedback and 
Outcomes Report Amendments will be issued to address and communicate changes. 
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3.2.1.4 Question and Answer Compendium 
 
Throughout the TEC3 Engagement, clarification questions received from participants and Canada’s 
responses to those questions will be distributed on a regular basis.   

3.2.2 Document Distribution 

 
Due to their nature, distribution of certain documents available under the TEC3 Engagement may be 
restricted.  This means that some information cannot be posted to BuyandSell.gc.ca and may only be 
distributed to TEC3 Engagement Participants only, or in cases where material is subject to a security 
requirement, only to TEC3 Engagement Participants who meet the security requirements will be 
permitted access to the material. 
 
Documentation posted to BuyandSell.gc.ca is intended for disclosure to TEC3 Engagement Participants 
and non-participants.  Documentation subject to restricted disclosure but not a security requirement, such 
as the unclassified portion of the TEC3 Concept of Operations, will be distributed to each point of contact 
identified by the TEC3 Engagement Participant’s LOI response upon posting the revised Document 
Disclosure Record to BuyandSell.gc.ca. 
 
For documentation subject to a security requirement, an email will be sent to each point of contact 
identified by the TEC3 Engagement Participant’s LOI response upon posting the revised Document 
Disclosure Record to BuyandSell.gc.ca advising that a document subject to a security requirement is 
available for distribution.  In every case where a document subject to a security requirement is made 
available for distribution, the TEC3 Engagement Participant must submit a request to the Contracting 
Authority for access to that document. 
 

4 Additional Information Regarding the TEC3 Project 
 

4.1 Elements of the Procurement Strategy 
 
In the event that Canada was to proceed with the procurement of a solution under the TEC3 Project, the 
following items would, based on the information available to PWGSC at this time, form part of the TEC3 
procurement strategy: 
 

A. Goods and Services Identification Number (GSIN):  The GSIN identified for the TEC3 Project 

requirement is considered to be A917700 Military Research and Development. 
 

B. Applicable Trade Agreements: As the identified GSIN excluded from the North America Free 

Trade Agreement and the World Trade Organization Agreement on Government Procurement.  

The TEC3 Project requirement would be subject to the Agreement on Internal Trade. 
 

C. Budget and Timeline: The notional budget of the TEC3 Project requirement is $2.2M (including 

applicable taxes) over a 3 year period. 
 

D. Sourcing Strategy: Competitive Process. 
 

E. Defense Procurement Strategy: In accordance with the Defense Procurement Strategy, the 

Canadian Content Policy applies to the TEC3 Requirement.  As PWGSC does not currently know 

if there is industrial capability to provide 80% Canadian services in delivery of the TEC3 Project 

requirement to solely limit procurement to Canadian services or open the procurement to non-

Canadian services.  Therefore, the baseline position with respect to Canadian Content is to 

conditionally limit the procurement to Canadian Services. 
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4.2 TEC3 Project Security Requirements 
The security requirements for the TEC3 Project are still to be determined.  However, it is expected that the 
TEC3 Project will be subject to a minimum security requirement of SECRET clearances for facility, 
document safeguarding capability and staff. Respondents are encouraged to familiarize themselves with 
potential security provisions. Details are available at: http://www.tpsgc-pwgsc.gc.ca/services/secinfo-
eng.html. 
 

4.3 Controlled Goods Provisions 
 

This Project may require the production of or access to controlled goods that are subject to the Defence 

Production Act, the Respondents are encouraged to familiarize themselves with the provisions of the 

Controlled Goods Program (CGP) at the earliest opportunity. Details on how to register under the CGP are 

available at: http://ssi-iss.tpsgc-pwgsc.gc.ca/dmc-cgd/index-eng.html. 

 
 

5 General Information and Terms and Conditions for Participants 
 

5.1 Becoming a TEC3 Engagement Participant 
 
Any supplier interested in participating in the TEC3 Engagement is requested to submit, at a minimum, a 
completed and signed Rules of Engagement Participation Agreement to the Contracting Authority.  The 
Rules of Engagement Participation Agreement is located in Attachment 1.  No supplier will be sent available 
documentation not published to BuyandSell.gc.ca or be permitted to participate in the Industry Day or One-
on-One Meetings without first submitting a complete and signed Rules of Engagement Participation 
Agreement. 

5.1.1 Responding to the LOI 

 
A response to the LOI may be submitted at any time during the TEC3 Engagement period.  In the event 
that a response to the LOI is received by the TEC3 Engagement Team after completion of any engagement 
activity(ies) or without sufficient time to reasonably co-ordinate the interested supplier’s ability to participate 
in an engagement activity, the interested supplier will receive all information already disclosed to the other 
participants. 
 
The LOI Response should include the following: 
 

A) A statement expressing interest in participating in the TEC3 Engagement; 

B) A high level summary of the supplier’s corporate capacity and ability to produce and deliver a 

system solution, or component thereof, to demonstrate achievement of the TEC3 objectives;  

C) A signed copy of the Rules of Engagement Participation Agreement;  

D) The name, mailing address, telephone number and email address of a single point of contact to 

whom the TEC3 Engagement Team can direct all TEC3 Engagement related documentation and 

information that cannot be posted to BuyandSell.gc.ca; 

E) The information requested in section 5.3.2 of this LOI to facilitate security verifications. 

 

 

 

http://www.tpsgc-pwgsc.gc.ca/services/secinfo-eng.html
http://www.tpsgc-pwgsc.gc.ca/services/secinfo-eng.html
http://ssi-iss.tpsgc-pwgsc.gc.ca/dmc-cgd/index-eng.html
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5.1.2 Responding to other Engagement Activities such as RFIs 

 
All subsequent engagement activities will be initiated by a notice in an amendment to the LOI.  Each notice 
will be accompanied by detailed document addressing how responses to engagement activities, such as 
an RFI, must be submitted. 
 

5.2 Participation Level 
Participating suppliers are not obligated to participate in all proposed engagement activities.  Each 
participant may choose to participate in select engagement activities, all engagement activities, or simply 
be on the distribution list for project related documentation. 
 
 

5.3 Security Requirements 

5.3.1 Anticipated Security Requirements for the TEC3 Engagement 

Elements of the TEC3 Project documentation that may be disclosed to TEC3 Engagement participants are 
expected to be classified at a minimum level of SECRET with access to the classified information and 
assets being restricted to citizens of Australia, Canada, New Zealand, the United Kingdom and the United 
States who hold a valid personnel security screening clearance at the minimum level of SECRET, granted 
or approved by Canadian Industrial Security Directorate (CISD), Public Works and Government Services 
Canada (PWGSC).   
 
Accordingly, during the period of the TEC3 Engagement, participants requiring access to classified 
documentation will require a valid Facility Security Clearance at the level of SECRET, with approved 
Document Safeguarding at the level of SECRET, issued by the CISD, PWGSC. Respondents are 
encouraged to familiarize themselves with potential security provisions. Details are available at: 
http://www.tpsgc-pwgsc.gc.ca/services/secinfo-eng.html. 
 
The final security requirements are pending approval.  As a result, no classified documentation will be 
available for distribution until the final security requirements are finalized and incorporated into the LOI via 
an amendment to the LOI. 

5.3.2 Participant Security Clearance Information 

 
As the some TEC3 Project documentation is anticipated to be classified, LOI respondents are requested 
to provide the information requested below to facilitate the security clearance verification process.  To be 
able to have access to all TEC3 information to be disclosed during the engagement process and thereby 
participate fully in the TEC3 Engagement, interested participants are required to submit the following 
information in order to facilitate security verification should classified information be disclosed to support 
the consultative process: 

 Company Name 

 Name and citizenship of all individuals who will have access to classified material 

 Company Security Officer Name 

 Facility Address 

 Phone Number 

 Fax Number 

 Email Address  

 Industrial Security Program security clearance number 

 

http://www.tpsgc-pwgsc.gc.ca/services/secinfo-eng.html
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Participants may choose to provide this information later in the TEC3 Engagement process.  However, until 

this information is provided and verified by PWGSC, the interested supplier will not have access to any 

information that is subject to a security requirement. 

5.4 Review of the LOI 
 
Canada reserves the right to request additional information for clarification during the review of the 
responses to this LOI, and/or to consider a subsequent modification of the response put forward by a 
respondent. 
 

5.5 Recommendations from Industry 
 

Industry recommendations that do not restrict the level of competition nor favour a particular solution or 
company will be given consideration.  However, Canada will have the right to accept or reject any or all 
recommendations. 
 

5.6 No Obligation 
 
The issuance of this LOI or any engagement activities issued as part of this LOI and the TEC3 Engagement 
do not create an obligation for Canada to issue a subsequent bid solicitation and does not bind Canada 
legally or otherwise, to enter into any agreement or to accept any suggestions from industry. 
 
This supplier community consultation process is not a bid solicitation and a contract will not result from this 
request. 
 
Potential respondents are advised that any information submitted to Canada in response to this industry 
consultation process may be used by Canada in the development of a subsequent competitive RFP. 
However, Canada is not bound to accept any expression of interest or to consider it further in any 
associated documents such as a RFP. 
 

5.7 Contracting Authority 
 
The Contracting Authority for this requirement is: 
 
Peter Murray 
Public Works and Government Services Canada 
Acquisitions Branch 
Science Procurement Directorate 
11 Laurier Street 
Gatineau, Quebec 
K1A 0S5 
 
Telephone: 819-956-1387 
E-mail: Peter.Murray@tpsgc-pwgsc.gc.ca 

mailto:Peter.Murray@tpsgc-pwgsc.gc.ca
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All enquiries and other communications related to this LOI shall be directed to the Contracting Authority at 
the following co-ordinates: 
 
English Enquiries 
 
Peter Murray 
Public Works and Government Services Canada 
Acquisitions Branch 
Science Procurement Directorate 
11 Laurier Street 
Gatineau, Quebec 
K1A 0S5 
 
Telephone: 819-956-1387 
E-mail: Peter.Murray@tpsgc-pwgsc.gc.ca 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
French Enquiries 
 
Marlene Bitsene 
Public Works and Government Services Canada 
Acquisitions Branch 
Science Procurement Directorate 
11 Laurier Street 
Gatineau, Quebec 
K1A 0S5 
 
Telephone: 819-956-1347 
E-mail: Marlene.Bitsene@tpsgc-pwgsc.gc.ca 
 

mailto:Peter.Murray@tpsgc-pwgsc.gc.ca
mailto:Marlene.Bitsene@tpsgc-pwgsc.gc.ca
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